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Autolock Wizard - Welcome

HEXALOCK®

AutoLock Wizard version

Welcome

‘welcome to Hexalock AutoLock \Wizard. This wizard will guide you step by step through the Hexalock.
process pou wizh to perfarm

Using thiz wizard the following tasks can be accomplished by just a few mouse clicks:

- Creating Flagged Gold Masters
- Creating copy protected discs using CO-RX media
- Creating Flagged Gold Master Images for future productions
- Pratecting patches and updates
Creating and executing templates for future duplications

Click Mext ta beqin
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1. Introduction

Thank you for choosing HexalLock Copy Protection Solutiansindustry leading copy

protection system that offers you the most advancdduaique copy protection features,
including:

Superior copy protection strength and performance.

Ability to also protect recordable discs with the use€CBFRX - The first, truly
copy protectable CD-R in the world, and the only commédycsliccessful CD-R
copy protection solution.

Content Copy Protection — The first copy protection tetdgythat can protect
content files such as PDF and program files.

Virtual Digital Hologram technology — VDH is a powerful and virtually

impossible to imitate identification and authenticatdement. [See Appendix B
for a full description.

Simple and easy to use tools that help you complet@ail copy protection tasks
with just a few clicks of your mouse.

Autolock Wizard - Welcome

HEXALOCK®

AutoLock Wizard Version

Welcome

Welcome to Hexalock AutoLock “Wizard. This wizard will quide you step by step through the Hexalock
pracess yau wish ko perfarm.

Idzing this wizard the following tasks can be accomplizhed by just a few mouse clicks:

- Creating Flagged Gald Masters

- Creating copy pratected dizcz using CD-Rx media

- Creating Flagged Gold M azter Images for future productions
- Pratecting patches and updates

- Creating and executing templates for future duplications

Click Mest ta begin.

E xit Help

Figure 1: Welcome Page



2.

Installation

Go to _the ‘Add or Remove Programs’ folder in the Control Panel on your
computer and remove any existing copies of the HexalLock AutoLock Wizard and
Gear Drivers on _your computer before installing AutoLock Wizard, v. 4.7 The
Gear Drivers will automatically install again, once the AutoLock Wizard software
has been successfully installed. The AutoLock Wizard, v. 4.7 is designed to run in
Windows 2000 through Windows Vista operating systems.




3. What's New

PDF to EXE protection, a complete solution for PDF @cbbn with an embedded
Viewer

Hexalock protected program EXE files contained in new CBdsv work
properly in the Microsoft windows 7 Operating System

User interface in multiple languages.

Multilanguage support for discs with protected content (applicable for
program file protection).

Designed for use specifically with CD-RX discs, V. 4bhigher.

Designed to create Flagged Gold Masters for use intfasithat have HexalLock
upgraded Version 4.7 technology installed in their mastetitgss

Improved copy protection.

New and easy to use graphical user interface.

4. Protecting Program Files

This option is useful for protecting video games, softwamd data CD’s that include
executable files. The AutoLock Wizard automatically apgptiee copy protection to the
executable files by manipulating them in a way that wilissathem to look for an
original CD before starting the game or software.nlfoaiginal CD is not present in one
of the local CD/DVD-ROM drives, the protected progri@mwill not open or run.

AutoLock Wizard - Select task

HEXALOCK®

AutoLock Wizard version

Select Target

" Create a Flagged Gold Master (CD-ROM)

Flagged Gald Masters are uzed for replicating copy protected CO-ROM dizcs in Hexalock authorized
factory replicatiors

" Burn copy proteced discs using CD-BX media
Burn copy protected discs uzsing pour CD recorder and CO-R¥ media - copy protectable CO-R dizcs

-

" Create Flagged Gold Master Image for future productions (CD-RX)

Create a Flagged Gaold Master Image that vau can use to burm on CO-Ri dizcs whenever needed

T Protect a patch
Protect an update for a protected title you have releazed in the past

E it Help

Figure 2: Select Target Page
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Use this process in order to protect program files:

4.A. In the ‘Select Target’ page select one of the following:
1. Create a Flagged Gold Master — If you wish to create demé&sr CD-ROM
replication in a CD replication facility. The FlaggedI® Master will be burnt to
a standard CD-R disc. Please note that Flagged Gold tdaste only used for
mastering. Flagged program files on a Flagged Gold Mastenatitun in a PC.

2. Burn copy protected discs using CD-RX media — If you wishbtion copy
protected discs, you must use HexaLock CD-RX media. StrdB-R discs
cannot be used. Check the ‘Use a Flagged Gold Master Inigge’ already have
a Flagged Gold Master Image of the content that you teiginotect.

3. Create a Flagged Gold Master image for future productioGseates a Flagged
Gold Master 1ISO image that you can use later to bupy gootected CD-RX
discs (option 2 selected and the check box is checkdelasd® note that all
protected CD-RX discs that you burn from the same imagelirked in a way
that enables a program file that was installed from disc to work with another
protected CD-RX disc of the same title. Discs thateweurnt from different
images or discs that were recorded individually fromHB® without creating an
image first cannot be mixed. This means that a prograntdin start only if the
specific CD-RX disc from which it was installed is pnetsen one of the local
CD/DVD-ROM drives.

Autol ock Wizard - Select content type to protect

HEXALOCK®

AutoLock Wizard version

Select content type to protect

Protects the main executable files of an application. zefull for protecting games & applications.

[ PDF Documents

: ﬁ* % Fl‘e‘. ":;A-\.L y

< Back | Mest » | Exit | Help

Figure 3: Content Type to Protect Page (Program Files)
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4.B.In the ‘Content Type to Protect’ page, select ‘Progfiéan’ then click ‘Next’.

4.C.In the ‘Number of Discs to Protect’ page, select thelmer of copies you wish to
burn. If you are burning a Flagged Gold Master, then it ssipte to protect a set of
discs — for example a video game that contains monme éha disc. To do that,
specify that your title consists of several discs apé the number of discs in the set
on the right panel.

4.D. If one or more of your source discs contain Macintidel, select the check box on
the bottom to create a Flagged Gold Master for HybridREGIM replication. Note
that Macintosh files cannot be recorded onto CD-RXcsliand this option is
disabled when burning protected CD-RX discs. See AppeAdiar details on
creating a FGM containing HSF files.

AutoLock Wizard - Title properties

@ HEXALOCK®

AutoLock Wizard version

Number of Discs 1o protect

* My title consist of a single disc

Only one disc will be protected Mumber of copies to burm; ﬂ
G2 _ . =]
; Murnber of dizcs in the: title: =
Arwy one of protected discs can be used ta start the
program

¢ Back | Mest » | E xit | Help

Figure 4: Number of Discs to Protect Page




4.E.In the ‘Select Source’ page, select the folder thatains the files you wish to burn.
If you already have an unprotected copy of the CD tbatwith to protect, you can
select the ‘Use existing unprotect copy’ option and sedact the CD-ROM drive in
which this CD is present. This option is not availablemwhurning a CD-RX disc.
In the ‘Select Source’ page, select the folder thatains the files you wish to burn.
When burning a CD-RX disc, you cannot use an unprotectgdafaan original CD
as the source the source files must be on your HD.

AutoLock Wizard - Select source for disc

® HEXALOCK?®

Autolock Wizard ‘-’?fﬁj .

Select source for disc 1

(* Compile a new project from files located on a local drive.

C:\Documents and Setings\Deskiop\CO|

¢ Back | Mest » | E xit Help

Figure 5: Select Source Page

4.F.Select the program files that you wish to protect. You nsgd¢ct at least one
program file to protect. Files that were compiled wiiexaLock SDK will be
selected and protected automatically. The commenttoetktese files will indicate
“HexalLock SDK”. The rest of the protectable files carsbkcted or cleared. When
selected, the comment next to them will indicate “Auick”, specifying that these
files will be locked automatically.

4.G.Program files that cannot be protected will be listed red row. The reason for not
being able to protect a file will be indicated in the coant field on the same row.



Figure 6: Select Program Files to Protect Page

4.H. Type the volume label that you wish to have on the pretediscs. The default
volume label is the name of the source folder yowetslected or the existing
volume label of the unprotected CD if you chose to usexating unprotected

copy.

4.1. AutoLock Wizard will automatically use the Windows Temgry folder for storing
temporary files during its operation. These files walllemoved once AutoLock
Wizard is shut down. If you wish to use a different terappfolder, just clear the
“Use Windows temporary folder” check box and select a fodaer.



Figure 7: Volume Page
4.J.Choose recorder and recording parameters. The figuren&$he recommended
recording settings for burning protected CD-RX discs.
In case of burning CD-RX’s you should use burning devices thaw @urning
multisession discs. HexalLock recommends using higher tgudkievices like

PLEXTOR, TEAC, and PIONEER drives.

Figure 9 shows the recommended settings for burning Flaggedasters.

Figure 8: Recording Options Page (CD-RX Recording Settiy)



Figure 9: Recording Options Page (FGM Recoding Settings)

4. K. Review the summary and confirm the settings. It is e#®&ommended that you print
the summary page for your records in case you would likeféo to the settings you
have selected, at a later date. Click ‘Next’ to proceed.
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Figure 10: Summary Page
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4.L. Wait for the recording process to finish. When burning ipleltcopies, you will be
prompted to insert a new CD-RX disc when required.

Figure 11: Burning Process Page
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5. Protecting DPF Files

This option is useful for protecting PDF files that ao¢ program files.
The process for protecting PDF files is:

5.A. Select target — see ‘protecting program files’ sectionf@rAnore details
5.B. Specify that you wish to protect a PDF file.

Figure 12: Content Type to Protect Page (Content Files)
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5.C. Specify CD label and reader menu language.

Figure 13: PDF cd label

5.D. Select the folder you wish to protegilease note the software will encrypted the
original files, please make sure that you have unprotectezbpies.

Figure 14: folder
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5.E.From this point the protection process is similar toveafe protection as explained it
page 4

6. Protecting Patches and Updates

Figure 14: Protect a Patch Page

Using this option it is possible to protect patches/updatgsrogram files that were
already released. In order to protect a patch, folleege steps:

6.A. Insert to one of your local CD-ROM drives an origipabtected CD that includes
the file to be updated.

6.B. Select the CD-ROM drive that holds the original CD.

6.C. Specify the updated program file that you wish to protectlaeual click ‘Next’.

6.D.The file you have specified will be protected and a backbighe file in its
unprotected format will be backed up to a new file thatthe same name plus the
extension ‘.bak’. The backup file will be saved to #asme folder of the file you
have specified.

6.E.The protected updated program file will now run only when aral protected CD
is in one of the local CD-ROM drives.

15



7. Troubleshooting and Known Issues

A.

The program file that | wish to protect is not listedha list of files to protect (figure
6).

Resolution: The file that you wish to protect may be packed witmmechive or a
setup engine, which is not supported by AutoLock Wizard. Reagaoiur source
CD so the files you wish to protect will be visiblettve CD. . Make sure that you set
your installer so it will not check the CRC of thiefduring the installation process,
because it will be modified during the protection process.

AutoLock Wizard version 4.6 supports .CAB files of varisetup engines such as
InstallShield, v. 5.0 and 6.0. However, .CAB files hawamgnformats and the
AutoLock Wizard may not support the specific format §y@ir setup engine uses.

The program file that | wish to protect is listed in lise of files to protect (figure 6),
but AutoLock Wizard does not let me select it.

Resolution: Some program files cannot be automatically protectedutgléock
Wizard because the way they are structured. For exafitgd with a small code
section or files that were compiled in a 16-bit fornidease email this program file to
HexalLock supportsupport@hexalock.comHexalLock support team will pre-flag
this file for you and email it back to you within 1 businesg d@u will then be able
to use this file with the AutoLock Wizard.

Help does not open when | click the Help button.

Resolution: HexaLock manual is stored in a PDF format that requéicksbe Acrobat
Reader. Adobe Acrobat Reader is available for download &dobe Website
(http://www.adobe.coin

The AutoLock Wizard replays error message specifiechetfigure 21 before
burning protected disc onto CD-RX media

Figure 15: CD-RX media version mismatch
Resolution: You are trying to burn protected disc onto old version ofRDmedia
that not supported by current version of ALW. Use CDARXfor burning protected
discs with current version of ALW or install the appriate version of the ALW for
use with HexaLock CD-RX discs, v.2.2.

This protected CD does not run in a Restricted Mode computer.
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Resolution: If this computer is set up in Restricted Mode, you musblogvith
Administrative Rights and run the CD one time. Thestart this computer. You can
now run HexalLock protected CD’s in Restricted Mode ondbiaputer

F. The AutoLock Wizard replays the warning message spdain the figure 24 on
"Select Program Files to Protect” Page.

Figure 17: Non-standard executable warning message

Resolution: The program file you have selected has a non-standagdapndile

structure (typically created by a high level applicagenmerator rather then a
traditional programming process). Please verify the funditgrat the protected files

before proceeding with the distribution of the copy-poted discs.
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Appendix B

Virtual Digital Hologram

HexalLock 4th generation copy protection introduces aadvanced security element called
Virtual Digital Hologram (VDH), which can be applied both CD-ROM and CD-RX discs.
The VDH is a digital hologram, formed by special bit eats that provide a ‘Hologram
Effect’ to the CD/DVD reading device. The VDH is not@gtical hologram, however, this is
a good model to help explain the way VDH works. By lookingao optical hologram from
different angles, the human eye can see differeawi If you take a picture of an optical
hologram, the 3rd dimension disappears. The result is pi@Dre that represents the view
from a specific angle. The VDH is very similar. Whaaking a copy of an original protected
disc the VDH pattern will disappear. Instead, a statipaitern will appear. The HexalLock
software will detect absence the VDH and act accolyling

The 4th generation copy protection provides both outstgneisistance to copying software
and equipment and also increased compatibility and perf@enaith all tested hardware and
software configurations.

Virtualized information WH
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e

Actual information on disc
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